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Abstract

To use intra-body propagation signals for biometric au-
thentication have been proposed. The intra-body propaga-
tion signals are hid in human bodies; therefore, they have
tolerability to circumvention using artifacts. Additionally,
utilizing the signals in the body enables liveness detection
with no additional scheme. The problem is, however, verifi-
cation performance using the intra-body propagation signal
is not so high. In this paper, in order to improve the per-
formance we propose to use user-specific frequency bands
for all users in verification. The verification performance is
improved to 70 %. Furthermore, we introduce the support
vector machine (SVM) into the verification process. It is
confirmed that verification rate of about 86 % is achieved.

1. Introduction

Biometrics for user authentication has attracted a great
deal of attention. As representative examples, there are a
fingerprint, iris, vein, face, voice, and signature and they
are used in various applications [1]. They are, however,
almost revealed on a body surface or captured outside the
body; therefore, it is comparatively easy to forge them us-
ing artifacts [2]. Only the vein is hidden in the body but
there is a report that authentication systems using the vein
accepted artifacts in enrollment and verification [3]. This is
due to lack of liveness detection which examines whether
an object is a part of a living body. The liveness detection
scheme is necessary for protecting the biometric authentica-
tion system from deceiving using artifacts while it requires
some additional sensor or system.

We have proposed to use intra-body propagation signals
as biometrics [4], which are electromagnetic waves propa-
gated at relatively shallow depth in human bodies. The body
structure of each individual human being is different from
those of others; therefore, it results in some difference in the
transfer characteristic of his/her intra-body propagation. Of
course, since the intra-body propagation signal is hidden in
the body, it is effective for anti-circumvention. In addition,

it is possible to realize the liveness detection scheme with
no additional sensor.

In [4], the spectrum of the intra-body propagation signal
was extracted as a feature vector and the similarity based on
the Euclidean distance between the spectrum and its tem-
plate was evaluated in verification. But the verification rate
obtained was 58 % and it was too low.

In this paper, we propose to use user-specific frequency
bands for all users in verification since users have differ-
ent distribution of the spectrum. In addition, in order to
improve the performance further, we introduce the support
vector machine (SVM) into the verification process.

The present paper is organized as follows: In Sect. 2,
the intra-body propagation signal is explained and the ver-
ification performance by using the user-specific frequency
bands is presented. Next, the SVM is explained and the re-
sults by the verification using the SVM are shown in Sect.
3. Finally, the conclusions are presented in Sect. 4.

2. Intra-body propagation signal

For obtaining intra-body propagation signals, the tech-
nology for intra-body communication was utilized. There
have been proposed three transmission modes for the intra-
body communication: the simple circuit type, the electro-
static coupling type, and the waveguide type. Particularly,
the waveguide type regards a human body as a waveguide
and an input signal at an input electrode pair is propagated
to an output electrode pair as an electromagnetic wave. In
addition, the waveguide type is insensitive to environmental
disturbances and can transmit wide frequency band signals.

2.1. Measurement

In this paper, for measuring intra-body propagation sig-
nals we utilize the waveguide type, which consists of
general-purpose measuring instruments: a signal generator,
digital oscilloscope as a detector and body surface elec-
trodes with gelled pads. The diagram of connection is
shown in Fig. 1. The measurement site is antebrachial
region for making the measurement easy. A white noise
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Figure 1. Measurement of intra-body propagation signals.
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Figure 2. Intra-variation of the intra-body propagation spectrum.

signal is passed through one electrode pair from the sig-
nal generator. On the other hand, a leaked electromagnetic
wave is propagated and then extracted at the digital oscil-
loscope through another electrode pair. While measuring
arms are kept in the air since the amplitude of the propa-
gated signal is reduced when the arms are set on the desk.
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Figure 3. Inter-variation of the intra-body propagation spectrum.

2.2. Feature Extraction

As individual features, we extract the spectrum of the
intra-body propagation signal using the FFT. Figure 2
shows spectra of a subject on five days, that is, intra-
variation of the intra-body propagation spectrum is ob-
served.

It is confirmed that these spectral distribution have some
commonality but partly differ, for example, at 80-100 MHz.
Therefore, it is anticipated that the intra-variation of the
intra-body propagation spectrum is relatively large.

Next, we show the spectra of five subjects (A, B, C, D,
and E) in Fig. 3, where inter-variation of the intra-body
propagation spectrum is observed.

Detailed observation suggests that individuals have dif-
ferent distribution of the spectrum but for instance, spectra
of the subjects: C and E are similar at 0-50 MHz; therefore,
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Figure 4. Flow diagram of conventional verification.

it is assumed that the inter-variation is not all that large.

From the above comparisons, the spectrum of the intra-
body propagation signal is expected to be as individual fea-
tures while for that it is necessary to examine which fre-
quency bands should be used for better verification perfor-
mance since some have large intra-variation, and some have
small inter-variation.

2.3. Verification

Verification is performed based on the dissimilarity of
the intra-body propagation spectrum. The flow diagram of
the verification is depicted in Fig. 4.

First of all, templates are prepared as comparison targets
in the enrollment stage. An intra-body propagation signal
of a user is measured and then an amplitude spectrum is ex-
tracted. Repeating it L times and then ensemble-averaging
the L amplitude spectra, the template for the user is ob-
tained.

However, the intra-variation of the intra-body propaga-
tion spectrum is large. Therefore, smoothing is applied to
the spectrum. Concretely, sampled data obtained in a single
measurement are divided into several subgroups, a spectrum
is extracted in each subgroup, and then spectra in all sub-
groups are ensemble-averaged. As the number of subgroups
is increased, the effect of the smoothing might be elevated
but the number of data for FFT analysis is decreased and
it results in reduction of frequency resolution and thereby
might degrade the verification performance. The smoothed
spectrum and its mean value are stored as the template. This
procedure is performed for all users in advance to verifica-
tion.

On the other hand, in the verification stage, each user de-
clares who oneself is by giving his/her name or ID number

to the system, which specifies the template. And the intra-
body propagation signal for verification (verification signal)
is measured and then the smoothed spectrum and its mean
value are extracted in the same way as templates.

Next, normalization is performed by equalizing the mean
value of the verification spectrum with that of the template,
and the dissimilarity is calculated as
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where ¢y, vy are the amplitude spectrum of the verification
signal and the template, respectively. & is a frequency index,
and M and N are respectively upper and lower limits of the
frequency band used in the verification.

The numerator of the second term in the right-hand side
corresponds to Euclidian distance between the verification
spectrum and the template. The denominator is their power
spectra; therefore, the distance is normalized and as a result
the dissimilarity always falls within O and 1.

Finally, the dissimilarity is compared with a threshold.
If the dissimilarity is smaller than the threshold, the user
presented the verification signal is regarded as genuine.

2.4. Experiments

We had carried out the experiments using 20 subjects in
order to evaluate the ability of the person authentication us-
ing the intra-body propagation signal. The measurement
was done ten times on a day for each subject and it was re-
peated five times (days). Total number of data was 1000.
The number of data for making the template L = 5 was
five. Concretely, five data was randomly chosen from ten
data measured on the first day and then they were averaged
at each frequency bin.

The frequency band of a white noise was 0-100 MHz and
its amplitude was 2.0V},_,,. Sampling frequency was 500
MHz and the number of sampled data was 4000; therefore,
measurement time was 8 ys.

Verification performance was evaluated by using the
Equal Error Rate (EER) at which the False Rejection rate
(FRR) is equal to the False Acceptance Rate (FAR). First,
we show the EERs according to the variation of the average
number for smoothing in Table 1 where whole frequency
band (0-100 MHz) was used in the verification.

It is confirmed that the EER was hardly improved even
if the average number was increased. The reason is that
frequency resolution was inversely degraded as the average
number was increased. In the following, the average num-
ber was set to 8.



Table 1. EERs according to the variation of the average number
for smoothing.

Average number || O | 8 | 10 | 20
EER (%) 56 | 39 | 39 | 40

Table 2. EERs at sub-bands.
| Band (MHz) | EER (%) |

0-10 44
10-20 43
20-30 41
30-40 47
40-50 42
50-60 35
60-70 37
70-80 38
80-90 50

90-100 56

Next, we divided the frequency region: 0-100 MHz into
ten sub-bands and calculated an EER at each band. The
results are summarized in Table 2.

Every sub-band had a quite different EER. In particular,
the smallest EER of 35 % was achieved at 50-60 MHz. Re-
sultingly, it is confirmed that the verification performance
depends on the frequency band used in verification. This re-
sult agrees with the consideration about the intra- and inter-
variation of the intra-body propagation spectrum in Sect.
2.2.

As a result, we calculated EERs at all sub-bands for ev-
ery subject. A part of the results is summarized in Table 3,
where the smallest EER and the sub-band for obtaining it
are shown for all subjects (No. 1-20). If plural sub-bands
had the smallest EER, the nearest one to 50-60 MHz was
chosen.

It is found that the sub-band of 50-60 MHz is not suit-
able for all subjects. In other words, every subject has the
most appropriate sub-band for verification. So assuming
that such the appropriate sub-band is used for each subject,
we calculated total EER and as a result we obtained the EER
of 30 % while the EER was 42 % in [4].

At the present time there is no criterion to determine
which sub-band is the most suitable for every subject; there-
fore it have to be decided by the EER using a number of
subjects’ data. In practical applications, it is not engaged
that such enough data are enrolled in authentication sys-
tems. How to seek discriminative frequency bands for users
is a problem to be studied.

Table 3. The smallest EER and its sub-band for all subjects.

’ Subject No. \ EER (%) \ Band (MHz) ‘

1 15 50-60
2 17 70-80
3 18 50-60
4 28 50-60
5 37 40-50
6 36 50-60
7 27 70-80
8 2 0-10
9 33 50-60
10 31 40-50
11 28 50-60
12 43 30-40
13 37 50-60
14 36 30-40
15 33 60-70
16 29 70-80
17 35 70-80
18 37 20-30
19 32 70-80
20 16 70-80

3. Introduction of SVM into Verification

As described above, the verification based on the Eu-
clidian distance is simple but not adequate for employing
the authentication using the intra-body propagation signal
in practical applications, so that we introduce the support
vector machine (SVM) into the verification process in order
to improve the verification performance further.

3.1. SVM

As a pattern classification method based on supervised
learning, the SVM has been proposed [5]. The SVM
learns a separating hyperplane which maximizes the dis-
tance (margin) between two classes and so performs higher
separation capability for unlearned data of the classes

Figure 5 shows an illustration of the separating hy-
perplane of two classes: C; and Co. However, the
two classes in practical applications are almost linearly-
inseparable. Therefore, they are transformed to higher-
dimensional space by using a kernel function and thereby
become linearly-separable there. In general, the polyno-
mial kernel, Gaussian kernel, and RBF kernel are used as
the kernel function.

3.2. Verification Using SVM

The flowchart of verification with the SVM is shown in
Fig. 6. In advance to the verification, the enrollment (learn-



Figure 5. A separating hyperplane between two classes.
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Figure 6. Flowchart of verification with the SVM.

ing) phase is performed. For preparing learning data, intra-
body propagation signals for all users are measured and then
their spectra are extracted and smoothed and normalized.
The smoothing is the same as the conventional method. In
the normalization, mean values of all amplitude spectra are
adjusted to one. User specific models are constructed by su-
pervising the classification of the user’s own data and oth-
ers’ ones to +1 and -1, respectively.

In the verification (testing) phase, a spectrum of a user
is input to the corresponding model, that is, already-learned
SVM and then the SVM output a predictive value. If the
value has positive sign, the spectrum is regarded as of the
genuine user. Inversely, if the value is negative, the user is
regarded as an imposter.

3.3. Experiments

We used SVM!#9"* [6] with the one-dimensional polyno-
mial kernel.
Intra-body propagation signals obtained from 20 sub-

jects in Sect. 2.4 were used and smoothed spectral data of
100 dimensions were used as individual features, again. 40
data from each subject and 20x 19 from others were used
in the learning of individual models and 10 data from each
subject and 10x 19 from others were used in the verifica-
tion.

The verification performance was evaluated by using the
correct acceptance rate (CAR), correct rejection rate (CRR)
and verification rate (VR). The CAR and CJR are the ra-
tio of correctly accepted data and all subjects’ own ones
(10x20) and that of correctly rejected data and all others’
ones (10x19x20), respectively. The verification rate is the
ratio of correctly accepted and rejected data and all verifi-
cation data (10x20x20). The results are presented in Table
4 where the cost parameter: C' of the SVM was optimized
for each subject.

Table 4. Individual verification performance with optimal cost pa-
rameters.

[Subject | C | CAR (%) | CRR (%) | VR (%) |

A 1.0 80 59.5 60.5
B 0.25 40 82.6 80.5
C 7.0 40 88.9 86.5
D 1.0 100 100 100
E 0.05 70 83.2 82.5
F 10.0 10 88.9 85.0
G 1.0 0 100 95.0
H 0.15 40 85.3 83.0
I 3.0 90 67.9 69.0
J 0.5 50 92.6 90.5
K 53 20 84.7 81.5
L 0.55 30 90.5 87.5
M 1.0 70 63.7 64.0
N 0.2 10 96.3 92.0
o 6.0 30 76.8 74.5
P 1.0 80 90.5 90.0
Q 0.45 60 87.4 86.0
R 0.25 80 88.4 88.0
S 0.7 60 83.7 82.5
T 0.5 20 91.1 87.5
Ave. 49 85.1 83.3

Totally, the mean VR of 83.3 % was achieved. However,
the VR of 100% was achieved for the subject D while the
subject G was not completely accepted.

To optimize the cost parameter for each user requires ex-
cessive computation time in the learning; therefore, it is not
appropriate in practical applications. Thus, we examined
the verification performance in the condition that all sub-
jects used a common cost parameter. The results are shown
in Table 5. The highest VR was about 86 % at C' = 0.1.



Table 5. Verification performance with common cost parameters.

c 0.1 | 05 1.0 | 5.0
CAR (%) || 32.5 | 40.5 | 41.5 | 43.0
CRR (%) || 88.2 | 82.3 | 81.1 | 79.7

VR (%) || 85.5 | 80.2 | 79.1 | 77.9

On the whole, the CAR was low even when the cost param-
eter was varied. This is also due to the fact that a subject
was completely rejected as confirmed in the previous ex-
periment.

In the learning, the number of each subject’ own data
was less than those of others, so that the area of his/her class
was narrow and might be overlapped by others’ one and it
yielded inseparable area between the two classes even by
using the kernel function. For suppressing such overlapping
of the classes, it is a problem to select learning data. Addi-
tionally, to use phase spectra as individual features is an-
other solution for improving the verification performance.

4. Conclusions

In the biometric authentication based on intra-body prop-
agation signals, we proposed to use user specific sub-bands
in verification. The EER of 30 % was obtained and it was
roughly equal to verification rate of 70 %. Furthermore, in
order to improve the performance we introduced the SVM
into the verification process. As a result, the verification
rate of about 86 % was achieved. There, however, remain
problems for improving the performance further.

Our aim is to use the intra-body propagation signal in
on-demand authentication of users who are griping cellu-
lar phones, mouse devices, or vehicle handles; therefore,
we will have to examine intra-body propagation signals in
palms.
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